MANAGEMENT

DP Impact Assessment:
A technologist’'s perspective

Dr. Rehab Alnemr suggests an automated tool for conducting PIAs, a process that is soon
to be mandatory for high-risk processing.

Protection Authority, the Informa-
tion Commissioner’s Office (ICO)
launched a privacy impact process to

In November 2007, the UK Data

help organisations assess the impact of
their operations on personal privacy.
This process

requirements of new and existing sys-

assesses the privacy

tems; it is primarily intended for use in
public sector risk management, but is
increasingly seen to be of value to
private sector businesses that process
personal data.

The ICO’s latest guidance was pub-
lished in 2014: Conducting privacy
impact assessments code of practice’.

The newly agreed EU General
Data Protection Regulation (GDPR)
requires business operating in the EU
to undertake data protection impact
(DPIAs)

broader version of privacy impact

assessments which are a
assessments when dealing with proj-
ects that handle personal data. Articles
32a and 33 provide the conditions
under which a DPTA would be manda-
tory”. The goal of DPIAs is to identify
the main risks of a project with respect
to the rights and freedom of data sub-
jects concerning their personal data.
DPIA can be a safeguard of privacy
and data protection rights as it requires
companies to systematically consider
the intended data processing, and the

data about children or biometric data. A
DPIA needs to address the intended pur-
pose of data processing and the necessity
and proportionality of that processing,
while taking into account the entire life-
cycle management of personal data from
collection to processing to deletion.

WHY IT SHOULD BE AUTOMATED?
In practice, a DPIA screening consists
of a set of questions which helps to
assess the risks for personal data
involved in the intended processing.
The DPIA process can be carried out
manually by a Data Protection Officer
(DPO) or a privacy specialist. The
problem is that they need to do so for
every single project that process some
kind of personal data in their company,
which is very time consuming and may
leave regular employees with a signifi-
cant lack of knowledge in this area,
since someone else is doing the data
protection checks for them without
educating them on its practice. If the
organization is a Small and Medium
Enterprise (SME) rather than a big
company, they may not have the
resources to assign a privacy specialist
to check on the risks involved in every
project. Automation of the process, in
the form of a DPIA tool, will enhance
an organization’s overall risk manage-
ment practice and contribute towards

We have created a DPIA tool
automating the process of
identifying the risks.

associated privacy risks and the meas-
ures to be taken to mitigate these risks,
especially for privacy intrusive proj-
ects and services.

The GDPR also gives examples of
risky projects where conducting a
DPIA is important, such as processing
activities that use health information,
race, large scale surveillance, personal

raising employees’ awareness regarding
data protection and governance. A DP
officer can then revise the final reports
produced by the tool and give recom-
mendations accordingly.

HOW CAN IT BE DONE?
In the Accountability for Cloud
(A4Cloud)’ EU Project, we have

created a DPIA tool automating the
process of identifying the risks relat-
ed to a certain project but also identi-
fying the risks of using certain cloud
service providers. It is a systematic
process to:

e elicit threats to the privacy of
individuals,

e identify the procedures and prac-
tices in place to mitigate these
threats, and

e document how the risks were
addressed in order to minimize
harm to users.

The tool reports on two categories
of risks: one related to the project
itself and the other related to the
cloud provider. The first category is
concerned with risks to data sensitiv-
with
cross-border data transfer as well as

ity, compliance regulations,
risks related to data transparency,
control, security, and sharing. The
second one calculates risks based on
the security controls used by the
cloud provider. The risk assessment
process itself is automated and based
on an algorithm that we have devel-
oped to give the user a report regard-
ing the aforementioned risks. The
resulting report can also act as evi-
dence used by DPOs to prove that the
company is performing the necessary
steps to comply with the regulations
and general accountability practices.
Each question has several possible
suggested
questions, which are hard to process

answers avoiding open
automatically, and an explanation
about the meaning of the question
itself. While answering some ques-
tions the user can get guidance from
the tool on how to address the privacy
issues highlighted by the specific
answers given. If a company is devel-
oping a similar tool for their future
DPIA process, a mechanism needs to
be developed to review and update the
legal content of the tool at appropriate
intervals to ensure that it does not
become dangerously inaccurate.
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A MULTIDISCIPLINARY APPROACH
IS THE KEY

The approach used in building the
final questionnaire in the DPIA tool is
based on legal and socio-economic
analysis of privacy issues for cloud
deployments, building on the expert-
ise of experts from different disci-
plines in legal research, information
security and risk management, and
user experience design. The goal was
to create a set of questions that cover
information about: the type of project
being assessed, how data is collected
and used, how it is stored and what
security measures are in place, transfer
of information to third parties or
cross-border, and finally cloud specif-
ic questions. Having such an
approach, of bringing together experts
from different fields, helped us bridge
the gap between legal requirements
and technologists’ understanding of
these requirements.

We used
develop the questionnaire such as the
Data Protection Directive®, the GDPR
draft, the ICO’s PIA Handbook, and
some PIAs models from other coun-
tries. The EU DP Directive provided

us with the basic concepts and princi-

several resources to

ples defining the current general data
protection framework, while the
GDPR provided additional concepts
and concrete procedural guidelines for
a practical DPIA questionnaire.

USER EXPERIENCE AND
AWARENESS ALSO ESSENTIAL
Many privacy impact assessments
models work on the assumption that
the user is aware of certain basic data
protection notions, such as ‘personal
data’ and directly ask the user whether
they process personal data and for
which purposes and on what ground
and so forth. In our questionnaire, we
start from the premise that the user
does not know these concepts and it
therefore tries to, within limits, do a
legal qualification of the user’s
responses to simple terms. Based on
the kind of information the user
intends to process, the tool will decide
that it constitutes personal data, rather
than having the user specify so in
advance. The tool does provide feed-
back incorporating proper legal termi-
nology where applicable. This is one
of the tool’s goals of raising awareness

PL&B: You write: “The DPIA question-
naire will be published soon on the
A4Cloud website.” When will the tool be
published on the A4Cloud website?
When do you expect to publish the DPIA
questionnaire?

Rehab Alnemr: The implementation of the
tool will not be available but the question-
naire, which enables anyone to create the
tool, will be published on our project's web-
site by the end of March 2016 and will be
available for free.

PL&B: What is HP’s business model on
this service, for example, free trial for a
certain period then payment one off or
on a monthly basis? How much will it
cost?

Rehab Alnemr: HP provides and operates
cloud services for our customers. Our inter-
est here is to ensure that it is easy and
effective for ourselves and for our cus-
tomers and suppliers to perform these
impact assessments. That is why we are

of data protection practices. We
accomplish this goal by using a user
centric design, facilitating understand-
ing and educating users about privacy
risks, but also by simplifying the legal
language used in the questionnaire
without compromising the intended
meaning. We have gone through sev-
eral iterative processes to reduce the
number of questions to 50, having
experienced that users will be over-
whelmed by more than that threshold.

RECOMMENDATIONS

The questionnaire developed in the
A4Cloud Project, of course, does not
capture the whole of the relevant laws
and regulations that are far too com-
plex, lengthy, and granular to be rep-
resented in a tool. However, the aim is
to ease a soon-to-be mandatory
process by the GDPR, allowing
DPOs to perform more efficiently,
and make it a standard practice in
companies while educating employees
in the process. Companies must start
to instill in place a well-defined data
protection impact assessment process
that will not overwhelm their DP
Officers and at the same time help
educate their employees in data pro-
tection practices. In order to do so,
they need the help of both the legal
and the technology sides of the com-
pany so they can reach a middle
ground, where the process is neither

making the questionnaire publicly available.
Customers and suppliers could integrate
the impact assessment questionnaire with
their own business risk assessment
processes and tools.

PL&B: What are the practical aspects of
use, for example, whether this tool is
intended for PCs, Apple computers,
and/or other systems?

Rehab Alnemr: The tool is a web based tool
so it is platform independent. The idea is
that anyone can take the questionnaire and
use it as a basis to build their own tool.

PL&B: Will you seek ICO certification of
this tool?

Rehab Alnemr: Since it is a prototype and it
belongs to the EU project, no plans for cer-
tification have been made.

« For project enquiries, contact: Julie Grady

too complicated with a legal language
that cannot be understood or fol-
lowed by their employees, nor it is
completely automated with no legal
checks from the DPOs or privacy
offices. Ways to mitigate perceived
risks identified by the DPIA process
need to be agreed upon by both tech-
nologists and legal personnel in the
company.

Dr. Rehab Alnemr is an R&D Engineer at
Hewlett Packard Labs.
Email: l.alnemr@me.com

lelectronic-communications/ and click
on Privacy by Design and then on the
pdf titted Conducting privacy impact
assessments code of practice (2014)

2 High risk for the rights and freedoms
of individuals.

3 Cloud Accountability Project
(A4Cloud) www.aZcloud.eul

4 Directive 95/46/EC of the European
Parliament and of the Council of 24
October 1995 on the protection of
individuals with regard to the
processing of personal data and on
the free movement of such data OJ
L281/31 (DPD) (1995).
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